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ABSTRACT 

As the number of complex cybersecurity threats accelerates at a fast pace, real-time attack identification 

is now essential in defending computer systems. These methods are challenged by high-dimensional data, class 

imbalance, and low scalability, resulting in low accuracy and increased false positives. This paper introduces a 

hybrid DL archetype combining ResNet-50 for feature extraction and LSTM in learning lay sequences, running 

on AWS Sage Maker for scalable cloud inference and training. The method involves extensive data pre-

processing, including imputation, one-hot encoding, and feature scaling, with model training optimized through 

the Adam algorithm. Experimental results show excellent performance, with 99.50% of accuracy, 99.20% of 

precision, 99.30% of recall, 99.40% of F1-score, and an AUC of 0.999998. These findings demonstrate the 

strength and efficiency of the framework in real-time detection of cybersecurity attacks, providing an 

enhancement over previous solutions through the ability to efficiently process intricate data patterns and deploy 

quickly in cloud environments. 

Keywords: Cybersecurity, LSTM- ResNet-50 Hybrid, Cloud, AI, AWS Sage maker, Adam Optimizer. 

1. INTRODUCTION 

Cybersecurity is an ever-growing concern in today’s 

digitally driven world [1]. With the expansion of the 

internet and IoT devices, individuals and 

organizations face an increased risk of cyberattacks 

[2]. These attacks can range from malware and 

phishing attempts to more complex threats like 

ransomware and advanced persistent threats (APTs) 

[3]. Traditional security measures, such as firewalls 

and signature-based intrusion detection systems 

(IDS), are becoming less effective in defending 

against increasingly sophisticated attacks [4]. To 

combat this, there has been a shift toward more 
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advanced technologies, including machine learning 

(ML) and artificial intelligence (AI) [5]. These 

technologies, particularly models like Long Short-

Term Memory (LSTM) and Convolutional Neural 

Networks (CNN) such as ResNet-50, have shown 

great potential in detecting anomalies and predicting 

cyber threats [6]. These deep learning models can 

analyze vast amounts of data, identifying patterns 

and behaviors indicative of a security breach, 

thereby offering a more proactive and adaptive 

defense system in the cybersecurity field [7]. 

The causes of cybersecurity breaches are numerous 

and often complex [8]. One major contributing 

factor is the rapid pace of technological 

advancement [9]. As more devices become 

connected to the internet, the potential attack surface 

grows significantly, providing cybercriminals with 

more opportunities to exploit vulnerabilities [10]. 

Many attacks are fueled by human error, such as 

weak passwords, lack of awareness about phishing 

schemes, and misconfigurations in systems, making 

organizations more susceptible to breaches [11]. 

Additionally, attackers are becoming increasingly 

sophisticated, using advanced techniques such as 

social engineering, zero-day vulnerabilities, and 

botnets to bypass traditional defenses [12]. Another 

factor is the growing reliance on cloud computing 

and third-party services, which can introduce new 

vulnerabilities if not properly secured [13]. With 

such a large and continuously evolving landscape, 

traditional defense mechanisms are often unable to 

keep up with new threats, creating a need for 

innovative solutions like machine learning models 

that can adapt to emerging risks [14]. 

Despite their promise, machine learning models 

such as LSTM and ResNet-50 face several 

challenges in cybersecurity applications [15]. One 

major drawback is the computational resources 

required to train and deploy these models effectively 

[16]. Deep learning models can be extremely 

resource-intensive, requiring powerful hardware 

like GPUs, which may not be feasible for smaller 

organizations or environments with limited 

infrastructure [17]. Another disadvantage is the lack 

of interpretability in these models [18]. While they 

can identify patterns and make predictions, the 

complexity of LSTM and ResNet-50 networks 

makes it difficult for security analysts to understand 

how and why specific threats are detected, 

potentially undermining trust in the system [19]. 

Furthermore, these models are not immune to 

adversarial attacks, where attackers intentionally 

modify data to deceive the model, leading to false 

positives or false negatives [20]. 

To address the challenges associated with LSTM 

and ResNet-50 models in cybersecurity, a hybrid 

approach combining the strengths of both models is 

gaining traction. LSTM networks are well-suited for 

sequential data, such as network traffic logs, which 

allows them to detect patterns over time and predict 

potential threats based on historical behavior. On the 

other hand, ResNet-50’s deep convolutional layers 

excel at recognizing complex features in large 

datasets, such as images or multi-dimensional data. 

By combining these two models, cybersecurity 

systems can benefit from a more comprehensive 

detection framework that captures both temporal and 

spatial patterns. Additionally, deploying these 

models in the cloud offers several advantages, 

including scalability, flexibility, and the ability to 

leverage high-performance computing resources, 

reducing the computational burden on local systems. 

This hybrid and cloud-based approach enhances the 

model’s accuracy, efficiency, and adaptability, 

making it more resilient to advanced cyberattacks 

and improving overall security. 

OBJECTIVES 

 Develop a strong hybrid deep learning 

architecture integrating LSTM and ResNet-

50 frameworks to achieve robust 

cybersecurity attack identification and 

deploy it optimally on a scalable cloud-

based infrastructure. 

 Utilize the dataset, comprising rich 

network traffic data, to train and validate 

the suggested framework for precise attack 

classification. 

 Implement the ResNet-50 architecture to 

derive high-level spatial features from the 

network traffic and identify complex 

patterns necessary for detecting attacks. 

 Apply the LSTM network to capture 

temporal needs and sequential forms from 

spatial features to enhance the detection of 

evolving and dynamic cyber-attacks. 

2. LITERATURE SURVEY 

This research explores the uses of AI in cyber safety, 

noting structural shifts and new trends in the 

discipline [21]. It maps research hotspots and gives 

an overall role of AI in cyber security, helping 

researchers and organizations strategize applications 

of AI [22]. The research also finds collaboration 

networks and analyses significant factors that 

determine research directions in this space [23]. The 

study explores AI applications in cyber safety, with 

its capacity to deliver real-time insights in the face 
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of multiple daily security notifications [24]. It 

identifies a scarcity of visual analysis in the current 

literature on AI applications in cyber security and 

stresses structural transformation in the discipline 

ever since the advent of AI [25]. The study is 

intended to formulate theoretical frameworks, 

inform future research streams, and act as a 

reference guide for businesses and governments 

contemplating AI applications in the cyber security 

space [26]. The research maps research hotspots and 

future direction in AI in cyber security, using five 

measures of evaluation and a heat map to indicate 

global research activity in the field [27]. 

The study introduces an AI-driven Intrusion 

Detection System that can identify botnet attacks, 

especially on financial institutions, based on the 

dataset on AWS [28]. The structure, which is 

proposed using artificial neural networks, has a high 

accuracy of 95.97%, a ROC curve area of 0.900, and 

a low false positive rate of 0.101, showing its 

suitability for real-time network traffic analysis [29]. 

The study paper makes use of AI in improving cyber 

alerts, citing its capacity to automate threat analysis 

and enhance system resilience [30]. It talks about 

how leading technology firms are incorporating GAI 

into their security tools to counter the rising 

sophistication of cyber-attacks, also recognizing the 

drawbacks and risks of GAI technologies [31]. 

Presently, in cyber safety, the credentials of negative 

events are quite challenging because of the 

enormous diversity, volume, and speed of deep 

packet inspection data. The latest detection methods 

have failed to identify the newest attacks following 

a massive data breach event. In contrast, 

computational intelligence methods like machine 

learning have again fueled the quest for solutions for 

various monitoring issues [32]. 

The rise of new cyber threats and increased reliance 

on infrastructures of the digital world immensely 

demanded effective intrusion detection systems to 

be set up in networks as well as to protect sensitive 

information [33]. Strong cybersecurity mechanisms 

are required to protect digital infrastructures from 

the increasing rate of cyber-attacks and the rapid 

expansion of the internet. It examines the role of AI 

for enhancing cybersecurity practices, particularly 

highlighting the assessment between signature-

based and anomaly-based IDS [34]. ML and DL 

algorithms such as DNN, SVM, and Random Forest 

classifiers are employed here to categorize 

cybersecurity threats and identify possible threats 

based on the dataset UNSW-NB15 [35]. The aim of 

the current research is to review and comparatively 

examine several methods and techniques of both ML 

and DL in order to improve cybersecurity in general, 

with special emphasis on such subdomains as 

cybersecurity threat analysis and intrusion detection 

[36]. The current research attempts to recognize and 

classify cybersecurity threats more precisely by 

employing sophisticated computation techniques 

[37]. 

AI is being used to strengthen cybersecurity and 

threat intelligence by automatically detecting threats 

and vulnerabilities in companies [38]. This 

technology assists decision-making in security 

operations centres through rapid analysis of different 

sources of data, thus offering another layer of 

protection from advanced cyber-attacks [39]. This 

paper gives details of GAN in cybersecurity, 

especially Intrusion Detection Systems [40]. It 

discusses their application in producing synthetic 

data for unbalanced datasets, adversarial example 

generation, and data augmentation for rare attack 

classes, acting as a tutorial for security experts and 

ML scholars alike [41]. SecGNN is an innovative 

system to enable privacy-conserving drill and 

implementation of GNN in the cloud, addressing 

serious privacy issues related to proprietary graph 

data. The system integrates lightweight 

cryptography and machine learning approaches, and 

experiments prove that it attains comparable 

accuracy and inspiring performance to conventional 

techniques [42]. 

The paper stresses the need for good cybersecurity 

management in Cloud Computing, resolving 

security threats and vulnerabilities of this 

technology [43]. It suggests an integrated 

framework in terms of ISO and NIST standards to 

assist organizations in managing and averting cyber 

risks, along with specifying metrics for assessing the 

maturity of organizations that deploy the framework 

[44]. The study explores cybersecurity threats within 

cloud computing, focusing on anomaly finding and 

insider attacks. It suggests a feature selection 

technique based upon the black widow function and 

an RNN for improving the accuracy of classification 

and reducing training errors, eventually improving 

the detection of real-time threats in cloud computing 

environments. It explores RNN applications, like 

LSTM and Bidirectional RNNs, toward malware 

detection in the cloud. The research proves that both 

models perform well in detection rates [45]. 

2.1 PROBLEM STATEMENT 

Current cybersecurity approaches usually 

lack performance in high-dimensional data, class 

imbalance, and inefficient clustering, causing higher 
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computational complexity, biased detection, and 

longer training durations [46]. Most conventional 

approaches are also plagued by high false positive 

and false negative ratios, capping their applicability 

in the real world [47]. Further, an inability to 

integrate seamlessly into the cloud curbs scalability 

and adaptability to changing patterns of attack. The 

suggested framework addresses such challenges by 

implementing Principal Component Analysis for 

reducing dimensionality without losing crucial 

features, as well as minimizing complexity [48]. The 

SMOTE is employed in balancing minority attack 

classes to enhance fairness in detection. An 

Autoencoder-based classifier improves accuracy 

further by concentrating on attack-specific data, 

eliminating noise and training time [49]. 

Implemented on AWS cloud infrastructure, the 

framework makes use of cloud scalability for 

contemporary, efficient intrusion detection with 

substantial improvements over current solutions in 

terms of speed, accuracy, and adaptability [50]. 

3. PROPOSED METHODOLOGY 

The suggested method is Cybersecurity 

Attack Forecast using deep learning. It starts with 

the Dataset (Cybersecurity Attacks), which holds 

important information like protocols, ports, IP 

address and traffic patterns. The process starts with 

Pre-processing, where the dataset goes through 

various transformations. It includes missing data 

handling with imputation techniques to make it 

complete, followed by feature encoding to convert 

categorical variables into mathematical form. 

Feature scaling is subsequently used to normalize 

the numeric data so that all features contribute 

equally while training the model. Model 

Development is the following step when the dataset 

undergoes a passage through a hybrid LSTM + 

ResNet-50 model. ResNet-50 features the extraction 

of features, while LSTM deals with sequential 

dependencies present in the data, which plays an 

important role when dealing with attacks that run in 

a chronological sense. Upon model development, 

data enters Model Training, whereby Adam 

optimizer comes into play as a method for efficient 

training of the model. Lastly, the Performance 

Matrix assesses how well the model performs, 

whether it can efficiently distinguish attack, non-

attack. The whole process is made possible by AWS 

Sage maker to provide scalable and optimized 

training and deployment as shown in Figure 1. 

Dataset
Cyber 

Security 

Attacks

Preprocessing

Handling Missing 

Data (Imputation)

Feature Scaling

(Min-Max Scaling)

Feature Encoding

(One-Hot 

Encoding)

Model Development

(LSTM + ResNet50)

Model Training

(Adam Optimizer)
Performance

Matrix
AWS

Sagemaker

 

Figure 1: Proposed methodology diagram 

3.1 DATA COLLECTION 

The process starts by capturing important 

network traffic information from multiple sources. 

The dataset contains data like Destination IP 

Address, Source IP Address, Protocol, Source Port, 

Traffic Type, Destination type, Payload Data. All 

these features capture network traffic flow, which 

gives information about possible attack patterns. 

Moreover, Action Taken (Blocked, Logged, 
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Ignored) is gathered to be used as the target variable 

for classification purposes, denoting whether the 

traffic was an attack or not. Other supporting data 

such as Geo-location Data, IDS/IPS Alert, User 

Information, and Device Information may also be 

used to enhance the model's capacity to classify 

anomalies. The information is necessary in order to 

upskill a deep learning archetype potential to 

classify traffic as attack or non-attack. Lastly, the 

dataset guarantees overall coverage of many 

network activities and is, therefore, aptly suited for 

detection of cybersecurity attacks. 

3.2 PREPROCESSING 

3.2.1    Handling Missing Data (Imputation): 

Missing data may adversely affect the 

performance of a machine learning algorithm. 

Imputation involves substituting estimated missing 

values using other values from the data. For your 

cybersecurity dataset, systems such as median, 

mean, or mode imputation can be used for 

mathematical data and mode imputation for 

qualitative data. This helps make the model capable 

of handling complete datasets without the possibility 

of error while training, which is expressed 

mathematically as, 

 
𝑥̂ =

∑  𝑛
𝑖=1  𝑥𝑖

𝑛
 

(1) 

were, 𝑥̂ is imputed value, 𝑥𝑖 is observed value, 𝑛 the 

total no of available values in feature. 

3.2.2 Feature Encoding (One-Hot 

Encoding): 

The Attack Type attribute in the dataset is 

nominal and needs to be transformed to a numerical 

one for machine learning models. In order to 

perform this, One-Hot Encoding is used. One-Hot 

Encoding generates binary columns for distinct 

group of the Attack Type attribute (i.e., Malware, 

DDoS, Intrusion). Each category has a vector 

represented by where the position corresponding to 

the category has a value 1, while all others are 0. 

This conversion enables the machine learning model 

to treat categorical features as numerical data with 

no inherent ordering or relationships. 

  Malware → [1,0,0],  DDoS → [0,1,0],  Intrusion → [0,0,1] (

2

) 

3.2.3 Feature Scaling (Min-Max Scaling): 

Feature scaling is required to regularize the data 

series, particularly for algorithms that are 

magnitude-sensitive to input feature values, like 

LSTM and ResNet-50. Min-Max Scaling scales all 

numerical features to a range from 0 to 1. This makes 

all features equally contribute during the model 

training process without any feature dominating the 

process because of its higher numerical range, which 

is mathematically expressed as, 

 
𝑋′ =

𝑋 − 𝑋min

𝑋max − 𝑋min
 

(3) 

were, 𝑋 is original value, 𝑋min,   the minimum value,  

𝑋max is maximum value in feature, 

𝑋′ the scaled value. 

3.3 MODEL DEVELOPMENT USING LSTM-

ResNet-50 

The development of the model in this study 

combines two strong architectures, namely LSTM 

and ResNet-50. It is a hybrid model that captures 

temporal dependencies (through LSTM) and spatial 

features (through ResNet-50), which enables it to 

perform extremely well on cybersecurity attack 

detection tasks as shown in Figure 2. 
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Figure 2: Architecture of LSTM-ResNet-50 

3.3.1 ResNet-50 Component for Spatial Feature Extraction: 

Global Average Pooling (GAP): It is a spatial 

aggregation operation that decreases the spatial 

dimensions of feature map. It calculates the average 

of each map, giving tensor shape (𝑛𝑐 × 1 × 1). For 

a given feature map with size (𝑛𝑐 × 𝐻 × 𝑊), were, 

𝑛𝑐 is no of channels, 𝐻 is the height, 𝑊 is the width. 

GAP is mathematically expressed as, 

 

𝑎𝑛
GAP =

1

𝐻 × 𝑊
∑  

𝐻

ℎ=1

∑  

𝑊

𝑤=1

𝑎𝑛(ℎ, 𝑤) 

(4) 

Were, 𝑎𝑛(ℎ, 𝑤) is activation value at ℎ-th row and 

𝑤-th column for the 𝑛-th feature map. 

Residual Block: The ResNet-50 block employs 

residual connections, which assist in 

backpropagation of gradients. The output of a 

residual block is expressed as, 

  Output = 𝐹(𝑥) + 𝑥 (5) 

were, 𝐹(𝑥) is learned function, 𝑥 is the input of 

residual block.  

For every residual block, input 𝑥 traverses 

a sequence of steps (most commonly convolutions, 

batch regularization, initiation functions). Output is 

then added to the input 𝑥, creating a skip connection. 

This architecture reduces the vanishing gradient 

problem and eases the flow of very deep networks. 

when including convolution operation with residual 

block, the expression becomes, 
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  Output = 𝐹(𝑥, 𝑊) + 𝑥 (6) 

were, 𝐹(𝑥, 𝑊) is a set of convolutions and nonlinear 

activations (ReLU) applied to input 𝑥, and 𝑊 

represents the weight associated with convolutions. 

Convolutional Layer: This is the core work of 

ResNet-50. For a given input 𝑥, convolutional 

operation is expressed as, 

 𝑦 = 𝑊 ∗ 𝑥 + 𝑏 (7) 

were, 𝑊 is convolutional filter, ∗ the convolutional 

operation, 𝑥 the input feature map, 𝑥 is the input 

feature map, 𝑏 the bias term. 

1x1 Convolution: It is applied after pooling 

operation, 1x1 Convolution is used to change depth 

of feature map. It is mathematically expressed as, 

 𝑦 = 𝑊1𝑥1 ∗ 𝑥 + 𝑏 (8) 

Were, 𝑊1𝑥1 is 1x1 Convolutional filter, 𝑥 is input 

feature, 𝑦 the output feature, 𝑏 the bias term. The 

1x1 convolution aids in shrinking or expanding the 

depth of feature maps and facilitates the network in 

learning more advanced representations by 

enhancing no of channels in the network. 

Squeeze Layer: The Squeeze operation decreases 

the dimensionality by eliminating the spatial 

dimensions (height and width), leaving a tensor with 

shape (128×1). This can be achieved by taking the 

global average pooling output and reshaping it, 

 Squeeze(𝑎𝑛
GAP) → (128 × 1) (9) 

This downscales the feature map into a small, lower-

dimensional space, readying it for downstream 

processing by the LSTM module. 

3.3.2 LSTM Component for Temporal Feature 

Learning: 

LSTM component captures temporal dependencies 

in the data. It is modelled as, 

Forget Gate (F):  

 𝐹 = 𝜎(𝑊𝑓𝑥𝑡 + 𝑈𝑓ℎ𝑡−1 + 𝑏𝑓) (10) 

The forget gate chooses how much 

percentage of last cell state must be "forgotten." It 

operates on the current input 𝑥𝑡 and the last hidden 

state ℎ𝑡−1, and applies the sigmoid activation 

function to give an output 0 or 1. 

Update Gate (U):  

 𝑈 = 𝜎(𝑊𝑢𝑥𝑡 + 𝑈𝑢ℎ𝑡−1 + 𝑏𝑢) (11) 

Update gate determines the quantity of the 

inward info to append the cell state. Update gate also 

feeds a sigmoid transformation of the sum of the 

inputs and past hidden state. 

Cell State Update:  

 𝑐𝑡 = 𝐹 ⋅ 𝑐𝑡−1 + 𝑈 ⋅ tanh (𝑊𝑐𝑥𝑡

+ 𝑈𝑐ℎ𝑡−1 + 𝑏𝑐) 

(12) 

The cell state 𝑐𝑡 is computed by updating 

the current cell state 𝑐𝑡−1 and new information 

(modified by the update gate). The hyperbolic 

tangent function is used on the weighed input sum 

and previous hidden state in computing the new info. 

Output Gate (O):  

 𝑂 = 𝜎(𝑊𝑜𝑥𝑡 + 𝑈𝑜ℎ𝑡−1 + 𝑏𝑜) (13) 

The output gate decides how much portion 

of 𝑐𝑡  be output as hidden state and employs the 

sigmoid activation function to make this decision. 

Final Hidden State (𝒉𝒕):  

 ℎ𝑡 = 𝑂 ⋅ tanh (𝑐𝑡) (15) 

Then, ℎ𝑡 is calculated by increasing the 

output 𝑂 with the updated cell state (𝑐𝑡). Tanh 

activation is employed to make the hidden state 

between -1 and 1. 

Final Output 𝒂𝒏:  

The last output of LSTM, represented as 

𝑎𝑛, obtained from  ℎ𝑡, is forwarded for last 

classification or decision-making process. 

3.4 MODEL TRAINING USING ADAM 

OPTIMIZER 

The Adam optimizer, or Adaptive Moment 

Estimation, is a broadly used for optimization 

algorithm updating neural network weights during 

training. It incorporates the best of both Momentum 

and RMSprop to calculate adaptive learning rates for 

each parameter, making it more efficient and 

effective for training deep learning models, 

particularly large ones. It calculates adaptive 

learning rate for every parameter based on both first-

order momentum (m) and second-order variance (v) 
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gradient estimates. These are calculated at every 

time step during training of the model. 

First Moment Estimate (𝒎𝒕):  is the Ave of running 

gradients ∇𝜃𝐽(𝜃). It encodes the mean direction of 

the gradients, which assists in dynamically adapting 

the learning rate during optimisation. 

 𝑚𝑡 = 𝛽1𝑚𝑡−1 + (1 − 𝛽1)∇𝜃𝐽(𝜃) (16) 

Were, ∇𝜃𝐽(𝜃) is gradient loss of function of 𝜃 at 

time t.  

Second Moment Estimate (𝒗𝒕) : It is the moving 

average of the gradients squared ∇𝜃𝐽(𝜃)2. It 

accumulates the alteration of the gradients and is 

used to regulate the learning rate according to the 

gradient magnitude and stabilize the training. 

 𝑣𝑡 = 𝛽2𝑣𝑡−1 + (1 − 𝛽2)∇𝜃𝐽(𝜃)2 (17) 

Were, 𝛽2 is the decline rate of 2nd moment. Here, 

the first term 𝑚𝑡 is the exponentially moving 

average of the gradients, and the 2nd term 𝑣𝑡 is the 

exponentially moving average of the squared 

gradients. 

Bias-Corrected Moment Estimates: It estimates 𝑚̂𝑡 

and 𝑣̂𝑡 correct the 1st and 2nd moment 

approximations by counteracting their initial bias 

towards zero, particularly at the initial phase of 

training. The corrections aid in generating better 

estimates of gradients' 1st and 2nd moments as 

training proceeds. 

The first moment estimate, mathematically 

expressed as, 

 𝑚̂𝑡 =
𝑚𝑡

1 − 𝛽1
𝑡 (18) 

The second moment estimate is mathematically 

expressed as, 

 𝑣̂𝑡 =
𝑣𝑡

1 − 𝛽2
𝑡 (19) 

Here, 𝑡 is time step, and these corrections prevents 

the estimates from being biased from zero, in initial 

interactions. 

Parameter Update Rule: Once the moment estimate 

confirmed and bias-corrected, parameters are 

updated using this mathematical expression, 

 
𝜃𝑡 = 𝜃𝑡−1 − 𝜂

𝑚̂𝑡

√𝑣̂𝑡 + 𝜖
 

(20) 

Were, 𝜂  the learning rate, 𝜖 small constant added to 

avert separation by zero, 𝑚̂𝑡, 𝑣̂𝑡 are bias corrected 

estimates of first and second moments. 

3.5. CLOUD INTEGRATION 

AWS Sage Maker is a fully accomplished 

cloud service that pillars the deployment, 

development, and training of ML models at scale. It 

offers an integrated environment to pre-process data, 

train models, tune hyperparameters, and deploy 

trained models for inference. With built-in support 

for popular ML frameworks such as SageMaker, 

MXNet, PyTorch, and TensorFlow simplifies the 

machine learning lifecycle. It also enables easy 

scaling of resources, giving perfect scope for big 

datasets to hard models. 

Loss function: It measures the change amongst the 

forecasted and observed values during model 

training and directs the optimization process. Some 

of the popular loss functions are Mean Squared Error 

(MSE) for a regression task and Cross-Entropy Loss 

for a classification task.  

 

𝐽(𝜃) =
1

𝑁
∑  

𝑁

𝑖=1

Loss(𝑦𝑖 , 𝑓(𝑥𝑖; 𝜃)) 

(21) 

Were, 𝐽(𝜃) is loss function, 𝑦𝑖 are true labels, 

𝑓(𝑥𝑖; 𝜃) is model predictions for input 𝑥𝑖 and 𝜃. 

Gradient Update: It entails the calculation of the 

gradient of loss function over model parameters and 

update the parameters to reduce loss. This is 

commonly achieved through the application of 

optimizers like Adam or Stochastic Gradient 

Descent for enhancing model precision. 

 𝜃𝑡 = 𝜃𝑡−1 − 𝜂∇𝜃𝐽(𝜃) (22) 

Were, 𝜂 is rate of learning, ∇𝜃𝐽(𝜃) is loss gradient 

function of 𝜃. 

4. RESULT AND DISCUSSION 

Experimental outcomes verify the 

proposed LSTM-ResNet cross model's capacity to 

identify cybersecurity attacks by superior exactness 

and reliability. The model performs well across 

various evaluation criteria, validating its capacity to 

correctly classify attack and non-attack modes. 

Integration of spatial and temporal feature extraction 
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and cloud deployment via AWS Sage Maker 

supports scalable and efficient processing of large 

network data. Key findings like the confusion 

matrix, ROC curve, and performance measures 

highlight the superior detection rate and low error 

rates of the model. These results substantiate the 

proposed framework as a feasible solution for up-to-

date cybersecurity threat recognition in effective 

cloud environments. 

4.1 CONFUSION MATRIX 

 

Figure 3: Confusion Matrix (Attack and Non-Attack) 

Confusion matrix of this suggested workflow shows excellent classification performance. 495 out of 500 

non-attack samples were correctly classified, and 5 were misclassified as attacks. Likewise, 497 out of 500 attack 

samples were correctly detected, and 3 were misclassified as non-attacks as shown in Figure 3. This gives an 

overall accuracy of 99.2%, which shows the model has high capability to discriminate between attack and non-

attack possibilities. The fact that there were few misclassifications indicates the strength and trustworthiness of 

the cybersecurity attack detection system. 

4.2 PERFORMANCE METRICS 

 

Figure 4: Performance Metrics for Cyber Security using (LSTM+ ResNet) 

The performance parameters of the model show outstanding efficacy in detecting cybersecurity attacks. 

The model is 99.50% accurate, which means that overall correctness in the classification process. The precision 

http://www.iajme.org/


Indo-Am. J. of Mech. Engg., 2023                                                                               ISSN 2321–9416 
                                                                                                                                                           

www.iajme.org  
           Vol 12, Issue 2, June 2023 

Page | 43  
 

ratio is 99.20%, reflecting the capacity of the archetypal to suppress false positives. It accurately identifies true 

attacks with a recall rate of 99.30%, suppressing false negatives. The well-balanced performance is also evident 

in the F1-score of 99.40%, which illustrates outstanding balance between precision and recall for trustworthy 

detection outcomes as shown in Figure 4. 

4.3 ROC CURVE 

 

Figure 5: ROC curve - Cyber Security (LSTM+ ResNet) 

The ROC curve of the suggested model is 

indicative of great classification performance, with 

the curve tightly following the top-left region of the 

plot. This suggests a highly high True Positive Rate 

and a highly low False Positive Rate for every 

threshold. The AUC is at about 0.999998, which 

indicates virtually perfect discrimination amongst 

attack, non-attack as shown in Figure 5, and a high 

AUC value such as this indicates the archetype’s 

strength and accuracy in separating positive from 

negative examples. Generally, this ROC curve 

shows the reliability and efficacy of the cyber-attack 

recognition structure. 

5. CONCLUSION AND FUTURE 

ENHANCEMENT 

The new LSTM-ResNet-50 hybrid model 

with AWS Sage Maker cloud deployment with 

effective cybersecurity attack detection. The new 

framework effectively integrates spatial feature 

learning and temporal sequence learning and 

outperforms others with better attack and non-attack 

traffic classification. Experimental results obtained 

99.50% of high accuracy, 99.20% precision, 99.30% 

recall, and 99.40% of  F1-score indicating the 

model's superior robustness and reliability. The 

AUC of almost perfect value 0.999998 again 

supports the strong discrimination power of the 

framework. Cloud deployment ensures efficient, 

scalable training and real-time inference with a 

perfect fit for dynamic, large-scale networked 

environments. For further research, the model can be 

extended to process more varied and dynamic cyber 

threats by adding other data sources like encrypted 

traffic and IoT device logs. Augmenting the 

framework with federated learning would facilitate 

privacy preservation and collaborative attack 

detection in distributed networks. Investigating 

other explainable AI methods might yield improved 

interpretability of the model's choices, improving 

trust and usability among cybersecurity analysts. 
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